Cloud storage

Learning objectives

The following 15 a checklist that students can use during their learning
in order to self-assess their mastery of the materal.

a. Can you describe the imitations of traditional (local) file systems?
. Can you explain what object storage 157
. Can yvou explain what the benefits of obhject storage are?

. Can vou contrast or relate object storage with block storage, a file
system, and the keyv-value model?

. Can vou explain the three different ways, on the physical level, to
deal with more data (scale up, scale out, write better code)?




. Can you explain why scaling out 1s less expensive than scaling up?

. Can vou explain what aspects of the design of object storage enable
scaling out and why?

. Do you know what a data centre 15 made of (racks, server nodes,
storage nodes, ete.)?

. Do vou know the difference between storage, memory, CPU and

network and how the three are paramount i a cluster?

. Do you know rough, typical numbers (per-node storage capacity,

memory, number of cores, etc.)?

. Do you know how storage and memory technologies (HDD, SDD
and RAM) compare mn terms of capacity and throughput?




. Can you sketch the (key-value) data model behind object storage?
(Can you spot mstances of the keyv-value model 1n several other tech-
nologies seen 1n the lecture?

. Do you know the difference between data and metadata?

. Do yvou know the order of magnitude that can be achieved in terms
of number of objects, and object size?

. Can you name a few big players for cloud-based object storage (ven-
dors, consumers)?

. Can vou describe the features of 53 and Azure Blob Storage on a
high level? Do vou know what a bucket and object are? What
block blob storage, append blob storage and page blob storage are
and how they work?




. Can you describe what the most important SLA (Service Level
Agreement ) parameters mean (e.g., latency, availlabihity, durability)
as well as their typical range?

. Can vou describe a typical use case for obhject storage?

5. Can you explain what a REST API 1s, what resources and methods
are? Do you know the most important status codes (200, 404, 500,

oo )T Do you know the most important methods? Do vou know what
a URI 1587 (Note that the difference between URI, IRI, URN, URL

has become 1rrelevant lately and for the purpose of the course)
. Do vou know what each letter stands for in CAP?

. Can you explain why, tor large amounts of data, CAP becomes rel-
evant over ACID?




Distributed file systems

In the previous chapter, we saw that cloud storage services provide
a global service that 15 able to store hilhons, trilhons of objects. We
also saw that the size of these objects 15 lmited, for example 1n Amazon
Sd, an object cannot exceed 5 TB. In other words, they can store huge
amounts of large files.

What about large amounts of huge files? 1Is 1t possible to store
individual objects higeger than a single machme? The answer 15 yes. It
requires a shift in paradigm that:

e brings back the file hierarchy natively:

e supports block-hased storage natively.




Main requirements of a distributed file system

Data goes through a hfecycle: there 1s the raw data that 1s directly
collected from the real world (e.g., sensors, logs, etc). Later in the
pipeline, this data gets processed, analyvzed and turned mto derived
datasets. These datasets need to be wnitten back to a large-scale stor-
age backend. In turn, they might be processed again leading to more
derived datasets, etc.

Such a storage backend must first be resihent to failure. Whle

a single hard drive might occasionally fail, as some of us probably
already experienced with their laptop, the nodes 1n a cluster with 1,000
machines and more 15 guaranteed to faill. Not once, not twice, all the
time. Thus, the storage technology must be capable of

¢ monitoring itselt;

e detecting failures;




e automatically recovering;

e being, in the end and as a whole, fault tolerant.

The access mode 15 also an important feature of the storage backend.
On a laptop hard drive, random access 1s paramount: any part of the
disk can be read and written at any time, and 1n any order. Of course,
accessing data randomly and back and forth will be slower than reading
a file stored contiguously on disk, or writing a file as a stream and in
one go. But laptop hard drives are designed to be practically usable
for random access.

For distributed data storage though, and for the use case at hand
where we read a large dataset, analyze 1t, and write back the output
as a new dataset, random access 15 not needed. Rather, we need to be
able to:

e efficiently scan a large file (in its entirety) — for data analysis

e append efficiently new data at the end of an existing large file
particularly for logeing and sensors




Furthermore, this must be supported even with hundreds of con-
current users reading and writing to and from the same file svstem.

Gommg back to our capacity-throughput-latency view of storage, a
distributed file svstem 15 designed so that, 1n eruse mode, 1ts bottleneck
will be the data flow (throughput), not the latency. This aspect of the
design 15 directly consistent with a full-scan pattern, rather than with
a random access pattern, the latter being strongly latency-bound (in
the sense that most of the time 1s spent waiting for data to arrive).

We saw that capacity increased much faster than throughput, and
that this can be solved with parallelism.

We saw that throughput increased much faster than latency de-
creased, and that this can be solved with batch processing.

Distributed file systems support both parallehsm and batch process-
ing natively, forming the core part of the 1deal storage system accessed
by MapReduce or Apache Spark.




The orgns of such a system come back to the design of Googlel's,
the Google File System. Later on, an open source version of 1t was
released as part of the Hadoop project, initiated by Doug Cutting at
Yahoo, and called HDFS, for Hadoop Distributed File System. The
Hadoop projects turther includes other open source releases of MapRe-

duce (with the same name as Google’s original MapReduce) and HBase
(corresponding to Google’s BigTable).

Between 2006 and 2016, 1n just ten years, the cluster size runnming
HDFS successtully went from 188 nodes to almost 42,000 nodes (and
by now probably more), storing hundreds of Petabytes of data.




The model behind HDFS

In almost every chapter of this course, we will carefully introduce the
logical level separately from its physical implementation. Thus, we
start by describing HDFS on the logical level.

File hierarchy

First, in HDFS, the word “file” 1s used mstead of “object”, although
they correspond to S3 objects logically.

HDFS does not follow a key-value model: mstead, an HDFS cluster
organizes its files as a hierarchy, called the file namespace. Files are
thus orgamzed in directories, similar to a local file system.
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Unlike in S3, HDFS files are furthermore not stored as monolithic black-
boxes, but HDF'S exposes them as hists of blocks — also similar to a local
file system.

111010010110101...

Object Storage




In Google's original file system, GFS, blocks are called chunks. In
fact, throughout the course, many words will be used, in each technol-
ogy, to describe partitioning data in this way: blocks, chunks, splits,

shards, partitions, and so on. It 158 more important to understand that
they are almost interchangeable, while it 18 secondary to learn *by
heart” which technology uses which word.

Why does HDF'S use blocks?
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Putting it all together, the following picture summarizes best the
logical model of an HDFS cluster:
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The size of the blocks

As for the block size: HDFS blocks are typically 64 MB or 128 MB
large, and are thus considerably larger than blocks on a local hard
drive (around 4 kB). This 15 because of the prerequisites of HDFS:
first, 1t 15 not optimized for random access, and second, blocks will be
shipped over the network.

Thus, blocks of 128 MB are large enough that time 1s not lost in
latency waiting for a block to arrive, 1.e., access to the HDFS cluster
will be throughput-bound during a tull-scan analysis with MapReduce
or Spark. And at the same time, they are small enough for a large
file to be conveniently spread over many machines, allowing for parallel

access, and also small enough for a block to be sent agamn without too
much overhead in case of a network 1ssue.




Physical architecture

HDFS 1s designed to a run on a cluster of machines. The number
of machines can range from just a handful of them to thousands of
machines. How are they connected?

One way to connect machines 1s called a peer-to-peer, decentral-
1ized network. In a peer-to-peer network, each machine talks to any
other machine. This architecture, for example, is used in the Bitcoin
blockchain and was also popular in the 1990s with the Napster network.




By contrast, HDFS 1s on the contrary implemented on a fully cen-
tralized architecture, in which one node 1s special and all others are
interchangeable and connected to it.

Coordinator/Primary/Main/Leader...
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The terminology used to describe the nodes in a centralized net-
work architecture varies in the hterature. In the case of HDFS, the
central node 1s called the NameNode and the other nodes are called the
DataNodes. In fact, more precisely, the NameNode and DataNodes are
processes running on these nodes, and the CamelCase notation often
used to write their names down corresponds to the Java classes imple-
menting these processes. By metonymy, we also use these names to
describes the nodes themselves.

Now that we have the NameNode and DataNodes in place, how 1s
the logical HDFS model implemented on top of this architecture?

As we saw hefore, every file 15 divided into chunks called blocks.
All blocks have a size of exactly 128 MB, except the last one which 1s
usually smaller (indeed, what are the odds that the file size would be
exactly a multiple of 128 MB7).




Mamenode
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Each one of the blocks 15 then replicated and stored on several
DataNodes. How many times? This 1s a parameter called the replica-
tion factor. By default, 1t 15 3, but this can be changed by the user.

There 15 no such thing as a primary replica: all replicas are on an
equal footing. In other words, by default, three replicas of each block
are stored by default. Owverall, in a production instance, there 1s a very
high number of block replicas and they are spread more or less evenly
across the nodes, to have a certain balance.

An HDFS cluster 1s then accessed concurrently by many clients.
Typically, the cluster 15 owned by one company or orgamzation and
centrally managed by a specialized team (e.g., site reliability engineers).

The chents correspond to users within this orgamzation who read from
and write to the HDFS cluster.




-

LJ

L e “// a

- =

- .

Datanode Datanode Datanode Datanode Datanode Datanode




The responsibilities of the NameNode

The NameNode 1s responsible tor the system-wide activity of the HDFS
cluster. It stores in particular three things:

e the file namespace, that 1s, the hierarchy of directory names and
file names, as well as any access control (ACL) information similar
to Unix-based systems.

¢ a mapping from each file to the hist of 1ts blocks. Each block, in
this hist, 1s represented with a 64-hit 1dentifier; the content of the
blocks 15 not on the NameNode.

e a mapping from each block, represented with its 64-bit 1dentifier,
to the locations of its replicas, that 1s, the list of the DataNodes
that store a copy of this block.
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The NameNode updates this information whenever a client connects
to 1t in order to update files and directories, as well as with the regular
reports it receives from the DataNodes.

Chents connect to the NameNode via the Client Protocol. Clhients

can perform metadata operations such as creating or deleting a direc-
tory, but also ask to delete a file, read a file or write a new file. In
the latter case, the NameNode will send back to the client block 1den-
tifiers (for reading them), or lists of DataNode locations (for reading
and writing them).




The responsibilities of the DatalNode

The DataNodes store the blocks themselves. These blocks are stored
on their local disks!. Each block is stored as a 128 MB local, physical
file on the DataNode. If the block 1s the last block of an HDF'S file and
thus less than 128 MB, then the physical file has exactly the size of the
block: there 15 no waste of space. This i1s different from the physical
blocks (4 kB or so) of a local hard drive, which have a constant size.

'In a cloud installation, these local disks can also be virtually attached, but this
15 the same from the perspective of the DataNode process.
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DataNodes send regular heartbeats to the NameNode. The fre-
quency of these heartbeats is configurable and i1s by default a few sec-
onds (e.g., 3s, but this value may change across releases). This is a way
to let the NameNode know that everything 15 alright. The heartbeat

may also contain a notification to the NameNode that a new block was
recelved and successtully stored, and that the DataNode can thus be
used as a location for this block. Finally, the DataNode also sends, ev-
ery couple of hours (e.g., 6h, but this value may change across releases),
a full report including .:l-]] the blocks that 1t contains.
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If there 15 an 1ssue with the local disk or the node, then the DatalN-
ode can report the block as corrupted to the NameNode, which will
then ensure, asynchronously, 1its replication to somewhere else. *Asyn-
chronously,” as opposed to “synchronously,”, means that this 15 done
in the background at some later time and the DataNode does not idly
wait for this to happen. In the meantime, the block 15 simply marked
as underreplicated.

A NameNode never initiates a connection to a DataNode. If the
NameNode needs anything from a DataNode, for example, it 1t needs to
request a DataNode to download an underreplicated block from another
DataNode and store a new replica of 1t, then the NameNode will wait
until the next heartbeat, and answer to 1t with this request.

Finally, DataNodes are also capable of communicating with each
other by forming replication pipelines. A pipeline happens whenever a
new HDFS file 1s created. The client does not send a copy of the block
to all the destination DataNodes, but only to the first one. This first
DataNode 15 then responsible for creating the pipeline and propagating
the block to 1ts counterparts.
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When a replication pipeline i1s ongoing and a new block 15 heing
written to the cluster, the content of the block is not sent in one single
125 MB packet. Hather, it 1s sent in smaller packets (e.g., 64 kB) in
a streaming fashion via a network protocol. That way, if some packets
are missing, the client can send them again. The clhient receives the
acknowledgements in a streaming fashion as well.




File system functionality

HDF'S exposes to the client, via the NameNode, an API that allows typ-
1cal operations available on a file system: creating a directory, deleting

a directory, listing the contents of a directory, creating a file, appending
to a file, reading a file, deleting a file.

Many of these involve the NameNode only. However, reading, writ-
ing and deleting a file involves communication across the cluster, which
we now detail.

Let us start with reading a file. The chent first connects to the
NameNode to imitiate the read and request info on the file.




D o Asks for file .

Then, the NameNode responds with the hst of all blocks, as well as a
list of DataNodes that contains a replica of each block. The DataNodes
are furthermore sorted by increasing distance of the client (which 1s
typically itself one of the nodes in the cluster, we will come back to this).




Get block locations
Multiple DataNodes for each block,
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The chent then connects to the DataNodes in order to download
a copy of the blocks. It starts with the first (closest) DataNode in
the list provided by the NameNode for each blocks, and will go down
the hst if a DataNode cannot be reached or 1s not awvailable. In the

simple case that the chent wants to stream 1ts way through an HDFS
file, bat by t, it will download each block in turn. However, this
hunctionality 1s typically nicely encapsulated in additional, clhient-side
Java libraries that expose this as a "single hig input stream” with the
InputStream classes famihar to Java programmers. Switching between
the DataNodes 18 hidden and the user just sees a stream of bits Howing
through. Note that with streaming, 1t 15 possible to process files larger
than the working memory, because older blocks can be thrown away
from the memory of the chient once processed. This 18 something we will
come back to when we look into the architecture of querying engines.
Alternatively, the chient can also download a multi-block HDFS file and
store 1t as a single big file on 1ts local drive as long as it fits.
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Let us now write a new file to HDFS. This can be either a simple
upload of a large local file, or it can be from a stream of bits created
on the fly by a program. As for reading, the client first connects to the
NameNode formulating its intent to create a new file.




The NameNode then responds with a list of DataNodes to which
the content of the first block should be sent. Note that, at that point,

the file is not yet guaranteed to be available for read for other clients®,
and 1t 18 locked in such a way that nobody else can write to it at the
same time.




DataModes for first block

The chent then connects to the first DataNode and mstructs 1t to
organize a pipeline with the other DataNodes provided by the NameN-
ode for this block.
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The client then starts sending through the content of that block, as
we explained earlier. The content will be pipelined all the way to the
other DataNodes.

]

o Sends data over




The client receives regular acknowledgements from the first DataN-
ode that the bits have been received.

When all bits have been acknowledged, the client connects to the
NameNode in order to move over to the second block. Then, the same
steps (2, 3, 4, 5) as before are repeated for each block.




DataModes for second block

Once the last block has been written, the client informs the Na-
meNode that the file 1s complete, and asks to release the lock.




Close/release lock

The NameNode then checks for minimal replication through the
DataNode protocol.




Checking for
minimal
replication
(DataNode protocol)

.. and gives its final acknowledgement to the chent.




From now on, and separately (this is called “asynchronous”), the
NameNode will continue to monitor the replicas and trigger copies from
DataNode to DataNode whenever necessary, that is, when a block is
underreplicated.
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